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Customer Case Study 

Security – committed to helping  

people  

Stiftung Wagerenhof chooses email and  

internet security solution from FireEye 

Identifying and effectively defending against known and un-

known threats, safeguarding residents’ privacy, preventing dam-

ages to image and reputation and the comprehensive protection 

of sensitive data – these are just some of the factors that 

prompted Wagerenhof to optimize its IT security. And it will do 

so with the leading advanced threat (ATP) protection from 

FireEye. 

Background 

Even socially-minded institutions can find themselves in 

the crosshairs of cybercriminals. Stiftung Wagerenhof, 

for example, has recently faced an increasing number of 

intelligent attacks called advanced persistent threats 

(APTs). Among other things, these attacks have the po-

tential to compromise IT workstations, steal confidential 

data, encrypt entire directories or make off with medical 

data. The clever malware usually sneaks its way in 

through attachments or embedded links to infected web-

sites (drive-by download attacks) targeted at the roughly 

600 email addresses or the internet traffic of Wageren-

hof residents. 

Despite organizational arrangements and the use of 

supplementary IT security solutions such as a firewall, 

intrusion prevention systems (IPS), anti-spam filters and 

antivirus protection, many attacks slip by traditional, sig-

nature-based solutions and therefore cannot be blocked. 

This opens the floodgates to what are referred to as ze-

ro day exploits – in other words, attacks that are based 

on unknown strategies and vulnerabilities. 

The solution 

To overcome this problem and protect email and network 

data traffic against complex cyberthreats, data leaks and 

zero day exploits, Wagerenhof carried out a detailed as-

sessment before ultimately opting for the advanced threat 

protection (ATP) solution from FireEye. 

FireEye makes it possible to uncover complex and previ-

ously unknown cyberattacks – without relying on signature

-based techniques. At the core of all FireEye products is 

the patented MVX engine (multi-vector virtual execution) 

solution, which extracts and analyzes potential threats in a 

secure, virtual environment (FireEye Cloud in Germany) 

and delivers contextual threat information that can be 

used immediately to take the necessary countermeasures.  

Another central component is Advanced Threat Intelli-

gence Plus (ATI+). This subscription-based service from 

FireEye offers maximum protection by detecting hazard 

indicators and providing tools and context analyses for 

identifying to the tactics, targets and patterns of sophisti-

cated attacks. The teams at FireEye Labs also analyze 

and identify new attack tactics and technical innovations. 

New information is made public for the benefit of the entire 

security community. 
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FireEye 

The virtual machine-based platform from FireEye offers compre-
hensive real-time protection against next generation cyberat-
tacks. These highly sophisticated attacks evade traditional signa-
ture-based defenses. The FireEye threat prevention platform of-
fers dynamic protection against known and unknown threats – 
without relying on signatures. The core of the solution is the virtu-
al execution platform in combination with dynamic threat intelli-
gence. 

 

Stiftung Wagerenhof 

Stiftung Wagerenhof, located in Uster, Switzerland, offers ac-
commodation and diverse opportunities for people with mental 
and other disabilities to work and live. It provides roughly 230 
residents a place of security, many possibilities for social contact, 
and expert medical and nursing care as well as warm, personal 
and stimulating support that promotes personal development and 
independence. 

“Protecting our residents’ data and privacy 

is crucial. So it’s no surprise that we attach 

great importance to IT security.” 

Jens Berensmann, Head of IT, Stiftung Wa-

gerenhof 

Decision-making criteria 

The APT solution from FireEye was selected for the 

following reasons: 

 Detection of complex, new or unknown threats 

such as zero day exploits and APTs 

 Comprehensive protection against emails with crit-

ical URL links and multiple compressed attach-

ments containing malicious code 

 Seamless integration of network and email threat 

prevention (multi-vector execution)  

 Automatic 24x7 monitoring  

 Minimization of false-positive alerts 

 Real-time alarms (SMS, email, alarm servers) 

 Data source for forensic investigations in the event 

of serious security incidents 

 Consolidated, simple management thanks to cen-

tral management console, including dashboard 

 Excellent value 

 Professional support from eb-Qual and FireEye 

Components used 

 FireEye ETP Cloud: cloud service for secure email 

communications  

 FireEye Web NX: appliance for protecting all data 

transferred over the internet 

 Advanced Threat Intelligence Plus (ATI+): consoli-

dated risk identification for seamless email and 

network traffic security 

 Central management console including dashboard 

Jens Berensmann, Head of IT at Stiftung Wagerenhof, 

says: “We have been very impressed by the performance 

of the FireEye solution installed on our systems. In the 

first three weeks after the installation, over 500 APT 

emails were discovered – without a single false-positive 

alert.“ 

Stiftung Wagerenhof uses the leading advanced 

thread protection (ATP) solution from FireEye  

to protect all of its email and network traffic. 


